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IINNTTEEGGRRAATTEE  NNEETTWWOORRKK  BBOORRDDEERR  EEMMAAIILL  PPRROOTTEECCTTIIOONN

The MX Logic Email Defense Service protects businesses at the network perimeter,
the most effective way to defend the entire email system from unwanted and
unsolicited email. Our email security technology is positioned between the Internet
and the business network to identify, quarantine, block and strip email threats before
they can penetrate the firewall and cause damage and disruption. MX Logic protects
the entire email network using a precise combination of spam filtering, fraud
protection, virus and worm blocking, content and attachment filtering, and email
attack protection. With rapid activation and effortless configuration, your business can
integrate the MX Logic network border protection technology to begin reducing the
risk, expenses, and wasted time associated with unwanted email.

RREEDDUUCCEE  MMAAIINNTTEENNAANNCCEE,,  AAVVOOIIDD  AADDDDIITTIIOONNAALL  HHAARRDDWWAARREE  OORR  SSOOFFTTWWAARREE  PPUURRCCHHAASSEESS

Unlike appliances and software solutions that require integration, migration and a
significant amount of ongoing maintenance, the MX Logic® Email Defense Service
greatly reduces the time IT managers and staff must spend handling spam,
monitoring virus activity, and stopping email attacks. The service is effortless and
highly effective − requiring no additional hardware or software or the constant
diligence needed to apply and integrate updates, new patches and filters. With a
simple redirection of your mail exchange (MX) record to MX Logic, our service provides
around-the-clock email threat protection with virtually no IT intervention required.

EELLIIMMIINNAATTEE  OONN--GGOOIINNGG  EEMMAAIILL  MMOONNIITTOORRIINNGG  WWIITTHH  TTHHRREEAATT  CCEENNTTEERR  PPRROOTTEECCTTIIOONN

MX Logic works around the clock to detect and defend against new email threats,
enabling customers to free up the time and resources necessary for email oversight.
Within our sophisticated streaming data environment, we monitor the global state of
email for spam, viruses, worms and other email threats 24 hours a day, seven days a
week. As new email threats are detected by the MX Logic® Threat Center, new rules
for blocking those threats are seamlessly integrated into our filtering layers to
automatically protect our customers. MX Logic's proprietary WormTraq® detection
system identifies and intercepts zero-hour mass-mailing worms before they enter or
leave a corporate network, and can be immediately reprogrammed to block
impending threats. 

RREEDDUUCCEE  IITT--RREELLAATTEEDD  CCOOSSTTSS

Businesses can eliminate risk and unnecessary costs because MX Logic filters and
blocks threats before they can enter the corporate network and then stores suspect
messages in a safe quarantine outside of an organization's network. By reducing

More than any other email defense solution, the MX Logic®

Email Defense Service meets the unique needs of businesses
that require enterprise-grade service reliability and
performance, without enterprise-level complexity and cost.  The
fully-managed service frees customers from day-to-day email
threat management, while protecting the network infrastructure
from the outside to greatly minimize risk and liability.

SSppaamm  nnooww  aaccccoouunnttss  ffoorr
mmoorree  tthhaann  8800%%  ooff  aallll
eemmaaiill  ttrraaffffiicc..
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HIGHLIGHTS

Integrate network border email
protection

Free up IT resources and reduce costs 

Benefit from MX Logic® Threat 
Center around-the-clock protection 

Increase employee productivity and
control

Implement effortless email filtering 
policy-setting including group policies

Safeguard business integrity

Simple, effortless activation

Secure message delivery via Transport
Layer Security (TLS)
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incoming mail volume by over 50 percent, our service eliminates the need for additional
storage and bandwidth required to deliver and store the unwanted email, and the risks of
server overload − both of which are becoming more common with the increase in mass-
mailing attacks. 

IINNCCOORRPPOORRAATTEE  EEFFFFOORRTTLLEESSSS  PPOOLLIICCYY--SSEETTTTIINNGG  AANNDD  AADDMMIINNIISSTTRRAATTIIOONN

Using the MX Control ConsoleSM, an intuitive Web-based email threat management platform,
administrators can effortlessly fine-tune email defense policies. With this administration and
reporting tool, businesses have the flexibility to establish email protection policies, set domain-
level rules, establish group filtering policies, and decide which type of email should be allowed
and which should be denied. Real-time, daily, weekly and monthly reports also allow IT staff
members to quickly analyze and track email traffic and trends in order to improve overall
performance and isolate issues before they become problems.

IINNCCRREEAASSEE  EEMMPPLLOOYYEEEE  PPRROODDUUCCTTIIVVIITTYY  AANNDD  CCOONNTTRROOLL

With MX Logic blocking over 99 percent of spam, while delivering industry-leading low
false positive rates, employees spend virtually no time sifting through junk email to find
legitimate messages. Suspect emails are stored in a safe quarantine outside the business
network and never reach the recipient's mailbox, while IT administrators have the option
of establishing end-user quarantine management parameters. MX Logic Spam
Quarantine Reporting enables end users to take action on their own spam quarantine and
determine how items captured by the filter should be handled in the future.  

SSAAFFEEGGUUAARRDD  BBUUSSIINNEESSSS  IINNTTEEGGRRIITTYY

MX Logic® Outbound Message Filtering and MX LogicSM Disaster Recovery Services
provide two additional layers of network protection. With Outbound Message Filtering
businesses can safeguard and protect valuable proprietary or private information, and add
footers or disclaimers to all outbound messages. Both of our disaster recovery services −
MX LogicSM Message Continuity and the MX Logic® Fail Safe Service − ensures that your
business will never lose an email by providing automatic email backup protection in the
event of an unplanned server or network outage, or during planned maintenance.
Message Continuity also provides Web-based email access, management and use,
limiting business disruption during outages.

MMOORREE  SSEECCUURREE  MMEESSSSAAGGEE  DDEELLIIVVEERRYY

Organizations that require a greater level of security for inbound and outbound email
traffic can feel confident in MX Logic's Transport Layer Security (TLS) protocol.  MX Logic
accepts and filters encrypted inbound and outbound messages and delivers them across
a secure tunnel when recipients are TLS enabled.  If a recipient is unable to receive a TLS
encrypted tunnel, MX Logic will deliver the message via standard SMTP.

AADDDDIITTIIOONNAALL  PPRROOTTEECCTTIIOONN  FFRROOMM  CCOOSSTTLLYY  AAUUDDIITTSS,,  LLAAWWSSUUIITTSS  AANNDD  GGOOVVEERRNNMMEENNTTAALL
IINNVVEESSTTIIGGAATTIIOONNSS

MX Logic Message Archiving, powered by MessageWatcher®, helps businesses −
particularly public companies and those in healthcare, financial services, law and
insurance industries − to comply with regulatory and workplace compliance regulations.
This convenient, cost-effective managed service enables businesses to monitor, store and
retrieve inbound and outbound company emails in order to minimize the cost and risk
associated with non-compliance, loss of proprietary information and inappropriate
employee emails. 

AABBOOUUTT  MMXX  LLOOGGIICC
MX Logic is a leading provider of managed email and Web
security services that deliver enterprise-grade
performance without enterprise-level complexity and cost.
Our easy-to-use, award-winning services reduce risk and
liability, lower overall IT costs, and increase productivity.
MX Logic services are available through our industry-
leading partner network. For more information, visit
www.mxlogic.com.

MMoorree  iinnffoorrmmaattiioonn::
MX Logic Sales Team
9781 S. Meridian Blvd. Suite 400
Englewood, CO 80112 USA
T: +1.877.MXLOGIC
F: +1.720.895.5757
E: sales@mxlogic.com
W: www.mxlogic.com
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